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Exhibit F -- Section 1
I nt roducti on

| NTRCDUCT! ON

A sanpl e is physical evidence collected froma facility or fromthe
environnent. Controlling evidence is an essential part of the hazardous
waste investigation effort. To ensure that the Environnmental Protection
Agency's (EPA) sanple data and records supportlng sanmpl e-rel ated
activities are adm ssi bl e and have wei ght as evidence in future
litigation, Contractors are required to maintain EPA sanples under

chai n-of -custody and to account for all sanples and supporting records
of sanple handllng, preparation, and analysis. Contractors shal

mai ntaln sanple identity, sanple custody, and all sanple-rel ated records
according to the requirenents in this exhibit.

The purposes of the evidence requirenents include:

. Ensuring traceability of sanples while in the possession of the
Contractor.

. Ensuring custody of sanples while in the possession of the
Contractor.

. Ensuring the integrity of sanple identity while in the possession of
the Contractor.

. Ensuring sanple-related activities are recorded on docunents or in
other formats for EPA sanple receipt, storage, preparation
anal ysi s, and di sposal

. Ensuring all |aboratory records for each specified sanple delivery
group wll be accounted for when the project is conpleted.

. Ensuring that all |aboratory records directly related to EPA sanpl es

are assenbl ed and delivered to EPA or, prior to delivery, are
avai | abl e upon EPA' s request.
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St andard Operating Procedures

2. 1.

2. 1.

2. 1.

6

7

8

STANDARD OPERATI NG PROCEDURES

The Contractor shall inplement the followi ng standard operating )
procedures for sanple receiving, sanple identification, sanple security,
sanpl e storage, sanple tracking and docunment control, conputer-resident
sanpl e data control, and conplete sanple delivery group file

organi zati on and assenbly to ensure accountability of EPA sanple

chai n- of -custody as well as control of all EPA sanple-rel ated records.

Sanpl e Recei ving

The Contractor shall designate a sanple custodian responsible for
recei ving EPA sanpl es.

The Contractor shall designate a representative to receive EPA
sanples in the event that the sanple custodian is not avail abl e.

Upon recei pt, the condition of shipping containers and sanple

contai ners shall be inspected and recorded on Form DC-1 by the sanple
custodi an or his/her representative.

Uﬁon receipt, the condition of the custody seals (intact/broken)
shal | be inspected and recorded on Form DC-1 by the sanpl e custodi an
or his/her representative.

The sanpl e custodian or his/her representative shall verify and
record on Form DC-1 the Rresence or absence of the follow ng
docunent s acconpanyi ng the sanpl e shi pnent:

. Cust ody seal s,

. Chai n- of - cust ody records,

. Traffic reports or packing lists,

. Airbills or airbill stickers, and

. Sanpl e tags.

The sanpl e custodian or his/her representative shall verify and
record on Form DC-1 the agreenment or disagreenment of information
recorded on all docunents received with sanples and information

recorded on sanpl e contai ners.

The sanpl e custodian or his/her representative shall record the
follomﬁng_infornation on Form DC-1 as sanples are received and
i nspect ed:

. Cust ody seal numbers when present,

. Airbill or airbill sticker nunbers,

. Cool er tenperature,

. Sanple tags listed/not Iisted on chain-of-custody records,

. Dat e of receipt,

. Ti me of receipt,

. EPA sanpl e nunbers,

. Sanpl e tag nunbers,

. Assi gned | aboratory nunbers,

. Sanpl es delivered by hand, and

. Probl ens and di screpanci es.

The sanpl e custodian or his/her representative shall sigpé’date, and

record the tinme on all acconpanying forns, when applica at the
time of sanple receipt (for exanple, chain-of-custody records,

F-4 OREAP-01.0



Exhibit F -- Section 2
St andard Operating Procedures

traffic reports or packing lists, and airbills). Note: Initials are
not accept abl e.

.9 The Contractor shall contact the Regional Sanple Control Center
(RSCC) to resolve problens and di screpanci es I ncluding but not
[imted to, absent docunents, conflicting information, absent or
br oken custody seals, and unsatisfactory sanple condition (for
exanpl e, | eaking sanpl e container).

.10 The Contractor shall record the resolution of problens and
di screpanci es di scussed with the EPA

Sanpl e ldentification

1 The Contractor shall maintain the identity of EPA sanples and
prepared sanples (including extracted sanpl es, digested sanples, and
distilled sanpl es) throughout the |aboratory.

.2 Each sanpl e and sanpl e preparation container shall be |abeled with
t he EPA nunber or a unique | aboratory sanple identification nunber.

Sanpl e Security
21 The Contractor shall denonstrate that EPA sanple custody is

mai nt ai ned fromreceiving through retention or disposal. A sanple is
in custody if:

. It is in your possession; or

. It is in your view after being in your possession; or

. It is locked in a secure area after being in your possession; or
. It is in a designated secure area. (Secure areas shall be

accessible only to authorized personnel.)

3.2 The Contractor shall denonstrate security of designated secure areas.

Sanpl e St orage

The Contractor shall designate storage areas for EPA sanples and
prepared sanpl es.

Sanpl e Tracki ng and Docunent Contr ol

21 The Contractor shall record all activities performed on EPA sanpl es.
.2 Titles which identify the activities recorded shall be printed on
each page of all |aboratory docunments. (Activities include, but are

not limted to, sanple recei pt, sanple storage, sanple preparation
and sanple analysis.) Wen a docunent is a record of analysis, the

i nstrunment tyRe and paraneter group (for exanple, GO Ms-VCOA) shall be
included in the title.

.3 VWhen columms are used to organi ze information recorded on | aboratory
docunents, the information recorded in the colums shall be
identified in a colum headi ng.

.4 Revi ewers' signatures shall be identified on |aboratory docunents
when reviews are conducted. Note: Individuals recording review
comments on conputer-generated raw data are not required to be
identified unless the witten comments address data validity.

.5 The | aboratory name shall be identified on preprinted |aboratory
docunent s.

.6 Each Iaborator% docunment entry shall be dated with the nonth/day/year
(for exanFIe 1/01/95L and signed (or initialed) by the

i ndi vi dual (s) responsible for performng the recorded activity at the

time the activity is recorded.

.7 Not ati ons on | aboratory docunents shall be recorded in ink
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Exhi bit F -- Section 2
St andard Operating Procedures

2.5.8 Corrections to | aboratory docunents and raw data shall be nade by
drawi ng single Iines through the errors and entering the correct
information. Information shall not be obliterated or rendered
unreadabl e. Corrections and additions to information shall be signed
(or initialed) and dated.

2.5.9 Unused portions of |aboratory docunments shall be |ined-out.

2.5.10 Pages in bound and unbound | ogbooks shall be sequentially nunbered.

2.5.11 I nstrument-specific run | ogs shall be maintained to enable the
reconstruction of run sequences.

2.5.12 Logbook entries shall be in chronol ogi cal order

2.5.13 Logbook entries shall include only one SanBIGS Delivery Goup (SDG)
per page, except in the events where the S "share" (C sanples (for
exanpl e, instrunment run | ogs and extraction | ogs).

2.5.14 Information inserted into | aboratory docunents shall be affixed
permanently in place. The individual responsible for inserting
Information shall sign and date across the insert and | ogbook page at
the tinme information is inserted.

2.5.15 The Contractor shall docunent disposal or retention of EPA sanples,

remai ni ng portions of sanples, and prepared sanples.

2.6 Conmput er - Resi dent Sanpl e Data Contr ol

2.6.1 Contractor personnel responsible for original data entry shall be
identified at the tinme of data input.

2.6.2 The Contractor shall nmake changes to electronic data in a manner
whi ch ensures that the original data entry is preserved, the editor
is identified, and the revision date is recorded.

2.6.3 The Contractor shall routinely verify the accuracy of nanuall¥
entered data, electronically entered data, and data acquired from
i nstrunents.

2.6.4 The Contractor shall routinely verify docunents produced by the
el ectronic data collection systemto ensure accuracy of the
i nformati on reported.

2.6.5 The Contractor shall ensure that the electronic data collection
systemis secure

2.6.5.1 The el ectronic data collection systemshall be maintained in a

secure | ocati on.
2.6.5.2 Access to the electronic data collection systemfunctions shall be
limted to authorized personnel through utilization of software
security techniques (for exanmple, log-ons or restricted
passwor ds) .

2.6.5.3 El ectronic data collection systens shall be protected fromthe
i ntroduction of external prograns or software (for exanple,
Vi ruses).

2.6.6 The Contractor shall designate archive storage areas for electronic
data and the software required to access the data.

2.6.7 The Contractor shall desiPnate an individual responsible for
mai nt ai ni ng archives of electronic data including the software.

2.6.8 The Contractor shall maintain the archives of electronic data and
necessarY software in a secure |ocation. (Secure areas shall be
accessi ble only to authorized personnel.)

2.7 Conpl ete Sanple Delivery Goup File (CSF) Organi zation and Assenbly

2.7.1 The Contractor shall designate a docunent control officer responsible

for the organization and assenbly of the CSF
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2.7.2 The Contractor shall designate a reEresentative responsi bl e for the
organi zati on and assenbly of the CSF in the event that the docunent
control officer is not available.

2.7.3 The Contractor shall naintain docunents relating to the CSF in a
secure | ocation.

2.7. 4 Al'l original |aboratory forns and copies of SDG rel ated | ogbook pages
shal | be included in the CSF.

2.7.5 Copi es of |aboratory docunents in the CSF shall be photocopied in a
manner to provide conplete and | egible replicates.

2.7.6 Docurents rel evant to each SDG including, but not linmted to, the
foll owi ng shall be included in the CSF
+ | ogbook pages, e records of failed or attenpted anal ysis,
* benchsheets,  custody records,
e mass spectra, « sanple tracking records,
+ chromat ogr ans, e raw data summari es,
e screening records, e computer printouts,
e preparation records, * correspondence,
e re-preparation records, « FAX originals,
« analytical records, e library search results, and
e re-anal ysis records, * other
2.7.7 The docunent control officer or his/her representative shall ensure

that sanple tags are encased in clear plastic bags before placing
themin the CSF.

2.7.8 gSF_docunents shal | be organized and assenbl ed on an SDG specific
asi s.
2.7.9 Oiginal docunments which include information relating to nore than

one SDG (for exanple, chain-of-custody records, traffic reports,
calibration |ogs) shall be filed in the CSF of the | owest SDG nunber,
and copies of these originals shall be placed in the other CSF(s).
The docunent control officer or his/her representative shall record
the following statenent on the copies in dark ink

CoPY
ORI G NAL DOCUMENTS ARE | NCLUDED | N CSF

Signature

Dat e

2.7.10 Al CSFs shall be submtted with a conpleted Form DC-2. Al
resubm tted CSFs shall be submtted with a new or revised Form DC- 2.

2.7.11 Each itemin the CSF and resubnmitted CSFs shall be inventoried and
assenbl ed in the order specified on Form DC-2. Each page of the CSF
shal | be stanped with a sequential nunber. Page nunber ranges shal
be recorded in the colums provided on Form DC-2. Intentional gaps
in the page nunbering sequence shall be recorded in the "Coments"
section on Form DC-2. Wien inserting new or inadvertently omtted
docunents, the Contractor shall identify themw th uni que accountabl e
nunbers. The uni que accountabl e nunbers and the | ocations of the
ggygnﬁnts shall be recorded in the "O her Records" section on Form

2.7.12 Bef ore shi ppi ng each CSF, the docunment control officer or his/her
representative shall verify the agreement of information recorded on
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2.7.13

2.7.14

2.7.15

all docunentation and ensure that the information is consistent and
the CSF is conmplete

The docunent control officer or his/her representative shall docunent
t he shi pment of deliverabl e packages including what was sent, to
whom the date, and the carrier used

ShiPnents of deliverabl e packages, including resubmttals, shall be
seal ed with custody seals by the docunent control officer or his/her
rﬁpresePtatlve in a manner such that opening the packages woul d break
the seals.

Cust ody seal s shall be signed and dated by the docunent control
of ficer or his/her representative when sealing deliverabl e packages.
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3.0 WRITTEN STANDARD OPERATI NG PROCEDURES ( SOPS)

The Contractor shall devel op and inP!enent the following witten SOPs
for sanple receiving, sanple identiftication, sanple security, sanple
storage, sanple tracking and docunent control, conputer-resident sanple
data control, and CSF file organization and assenbly to ensure
accountability for EPA sanpl e chain-of-custody and control of all EPA
sanpl e-rel ated records.

3.1 Sanpl e Recei ving

3.1.1 The Contractor shall have witten SOPs for sanple receiving which
accurately reflect the procedures used by the |aboratory.

3.1.2 The witten SOPs for sanple receiving shall ensure that the
procedures |listed below are in use at the | aboratory.

3.1.2.1 The condition of shipping containers and sanple containers are
i nspected and recorded on Form DC-1 upon recei pt by the sanple
custodi an or his/her representative.

3.1.2.2 The condition of custody seals are inspected and recorded on Form
DC-1 upon receipt by the sanple custodian or his/her
representative

3.1.2.3 The presence or absence of the followi ng docunents acconpanyinﬂ
the sanple shipnment is verified and recorded on Form DC-1 by the
sanpl e custodi an or his/her representative:
. Cust ody seal s,
. Chai n- of - cust ody records,
. Traffic reports or packing lists,
. Airbills or airbill stickers, and
. Sanpl e tags.

3.1.2. 4 The agreenent or disagreenent of information recorded on shi pping
docunents with information recorded on sanple containers is

verified and recorded on Form DC-1 by the sanpl e custodi an or
hi s/ her representative.

3.1.2.5 The following information is recorded on FormDC-1 by the sanple
cust odi an or his/her representative as sanples are received and
i nspect ed:

. Cust ody seal numbers when present,
. Airbill or airbill sticker nunbers,

. Sanpl e tag nunbers listed/not |isted on chain-of-custody
records,

. Dat e of receipt,
. Ti me of receipt,
. EPA sanpl e nunbers,
. Sanpl e tag nunbers,
. Assi gned | aboratory nunbers,
. Sanpl es delivered by hand, and
. Probl ens and di screpanci es.
3.1.2.6 Al'l acconpanying fornms are signed, dated, and the tine is

recorded, when aPpllcabIe, at the tinme of sanple receipt (for
exanpl e, chain-of-custody records, traffic reports or packing
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lists, and airbills) by the sanple custodian or his/her
representative

3.1.2.7 The RSCC is contacted to resol ve probl ens and di screpanci es
i ncluding, but not limted to, absent docunments, conflicting
i nformation, absent or broken custody seals, and unsatisfactory
sanmpl e condition (for exanple, |eaking sanple container).
3.1.2.8 The resol ution of problens and di screpanci es discussed with the

EPA i s recorded.
3.2 Sanpl e ldentification

3.2.1 The Contractor shall have witten SOPs for sanple identification
whi ch accurately reflect the procedures used by the |aboratory.

3.2.2 The witten SOPs for sanple identification shall ensure that the
procedures |listed below are in use at the | aboratory.

3.2.2.1 The identity of EPA sanples and prepared sanples is maintained
t hr oughout the | aboratory:

. VWen the Contractor assigns unique IaboratorY sanpl e
identification nunbers, the witten SOPs shall include a
description of the procedure used to assign these nunbers,

. Wen the Contractor uses prefixes or suffixes in addition to
| aboratory sanple identification nunbers, the witten SOPs

shall include their definitions, and
. Wen the Contractor uses nethods to uniquely identify
fractions/paraneter groups and matrix type, the witten SOPs
shal | include a description of these nethods.
3.2.2.2 Each sanpl e and sanpl e Preparation container is |abeled with the
EPA nunber or a unique |aboratory sanple identification nunber.

3.3 Sanpl e Security

3.3.1 The Contractor shall have witten SOPs for sanple security which
accurately reflect the procedures used by the |aboratory.

3.3.2 The witten SOPs for sanple security shall include the itens |isted
bel ow.
3.3.2.1 Procedures which ensure the foll ow ng:

. Sanpl e custody is maintai ned, and
. The security of designated secure areas is nmaintained.

3.3.2.2 A list of authorized personnel who have access to | ocked storage
ar eas.

Sanpl e St orage

3.4.1 The Contractor shall have witten SOPs for sanple storage which
accurately reflect the procedures used by the | aboratory.

3.4.2 The witten SOPs for sanple storage shall describe |ocations,
contents, and identities of all storage areas for EPA sanples and
prepared sanmples in the | aboratory.

3.5 Sanpl e Tracki ng and Docunent Contr ol

5.1 The Contractor shall have witten SOPs for sanple tracking and
docunent control which accurately reflect the procedures used by the
| aboratory.

3.5.2 The witten SOPs for sanple tracki ng and docunent control shal
include the itens |isted bel ow
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3.5.2.1 Exanpl es of all |aboratory docunents used during sanple receiving,
sanpl e storage, sanple transfer, sanple anal yses, CSF organization
and assenbly, and sanple retention or disposal

3.5.2.2 Procedures which ensure the foll ow ng:
. Al activities perforned on EPA sanples are recorded;

. Titles which identify the activities recorded are printed on

each page of all |aboratory docunents;
. I nformation recorded in colums is identified with colum
headi ngs;

. Revi ewers' signatures are identified on |aboratory docunents;

. The | aboratory name is included on preprinted | aboratory
docunent s;

. Laboratory docunent entries are signed and dated with the
nmont h/ day/ year (for exanple, 01/01/95);

. Entries on all |aboratory docunments are recorded in ink

. Corrections and additions to | aboratory docunents are nade by
drawi ng single lines through the errors, entering the correct
information, and initialing and dating the new information

. Unused portions of |aboratory docunents are |ined-out;

. Pages in bound and unbound | ogbooks are sequentially nunbered;

. I nstrument-specific run | ogs are mai ntai ned to enable the
reconstruction of run sequences;

. Logbook entries are recorded in chronol ogi cal order

. Entries are recorded for only one SDG on a page, except in the
events where SDGs "share" quality control (QC) sanples (for
exanpl e, instrunment run | ogs and extraction | ogs);

. Information inserted in | aboratory docunents is affixed
per manently, signed, and dated across the insert; and

. The retention or disposal of EPA sanples, remaining portions
of samples, and prepared sanples is docunented.

3.6 Conput er - Resi dent Sanpl e Data Contr ol

3.6.1 The Contractor shall have witten SOPs for conputer-resident sanple
data control which accurately reflect the procedures used by the
| aboratory.

3.6.2 The witten SOPs for conputer-resident sanple data control shal

include the itens |isted bel ow
3.6.2.1 Procedures which ensure the foll ow ng:

. Contractor personnel responsible for original data entry are
identified,

. Changes to el ectronic data are made such that the origina
data entry is preserved, the editor is identified, and the
revision date 1s recorded,

. The accuracy of manually entered data, electronically entered
data, and data acquired frominstrunents is verified

. Report docunents produced by the electronic data collection
systemare routinely verified to ensure the accuracy of the
i nformati on reported;

. El ectronic data collection systemsecurity is maintained; and
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. Archives of electronic data and acconpanying software are
mai ntai ned in a secure |ocation.

3.6.2.2 DescriPtions of archive storage areas for the electronic data and
the software required to access data archives.

3.6.2.3 A list of authorized personnel who have access to electronic data
collection system functions and to archived data.

3.7 CSF Organi zati on and Assenbly

3.7.1 The Contractor shall have witten SOPs for CSF organi zati on and
assenbly which accurately reflect the procedures used by the
| aboratory.

3.7.2 The witten SOPs for CSF organi zati on and assenbly shall ensure that

the procedures listed below are in use at the | aboratory.

. Docunents relating to the CSF are maintained in a secure
[ ocati on.

. Al'l original |aboratory forns and copies of SDG rel ated | ogbook
pages are included in the CSF.

. Laboratory docunents are photocopied in a manner to provide
conplete and | egible replicates.

. Al'l docunents relevant to each SDG are included in the CSF.

. Sanpl e tags are encased in clear plastic bags by the docunent
control officer or his/her representative before placing themin
t he CSF.

. The CSF is organi zed and assenbl ed on an SDG specific basis.

. Copies are referenced to originals in the event that an origina
docunent contains information relating to nore than one SDG

. Each CSF is submtted with a conpleted Form DC-2, and resubmitted
CSFs are subnmitted with a new or revised Form DC 2.

. Each page of the CSF is stanped with a sequential nunber and the
Eégg nunber ranges are recorded in the colums provided on Form

. Consi st ency and conP!eteness of the CSF is verified by the
docunent control officer or his/her representative.

. Shi pments of deliverabl e packages are docunented by the docunent
control officer or his/her representative.

. Del i ver abl e packages are shipped by the docunent control officer
or his/her representative using custody seals in a manner such
t hat openi ng the packages woul d break the seals.

. Custody seals are signed and datedbb¥ t he docunent control
efo

of ficer or his/her representative re placing themon
del i ver abl e packages.
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